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RSA vs. ECC

A non-expert view
by
Ralph-Hardo Schulz



* The Rivest-Shamir-Adleman-system (RSA) and the
systems of

* Elliptic-curve-cryptography (ECC)

both are public key cryptosystems.



RSA



RSA

In the RSA-System, each participant, e.g. Bob, has as
private key a number dB and as

public key a pair (eB,n) where n=pqg is a pseudo-prime (i.e. a product
of two large primes) and e del (mod (p-1)(g-1)).

In python: Rsa= lambda m: m**eB%n

Alice Bob

i Bob eﬂ



The security of the system depends as well on the
possbility of factorising n. For such an attack, there exist
many algorithms, e.g.
-the algorithm of Fermat,
-the guadratic sieve (QS) (Carl Pomerance)
-the number field sieve (NFS)
A direct attack uses the

- Continued fraction method (CFRAC) (M.J.Wiener)
which gives d from e/n if d<1/3 -n**




The Quadratic Sieve and other sieves:
FIind a,b with

a’=b® (mod n) and aZ+ b (mod n)
Then we have:

n divides (a-b)(a+b), but not (a-b) and not (a+b).
Therefore: gcd(axb,n) are non-trivial divisors of n.



,Ron was wrong, Whit Is right”

was the provocative title of a paper of Arjen K. Lenstra,
Thorsten Kleinjung et al. who, 2009, had collected several
millions of RSA-keys. They could break over 12.000 keys.



,Ron was wrong, Whit Is right”

was the provocative title of a paper of Arjen K. Lenstra,
Thorsten Kleinjung et al. who, 2009, had collected several
Millions of RSA-keys. They could break over 12.000 keys.

Here Ron means Ron Rivest and RSA and
Whit stands for Whit Diffie and Martin Hellman (DSA and ECC).
The main mistake made in key creation was the
Repeated use of primes in several pseudoprimes

such that one could break them by determining the gcd.




The (later so called) number RSA-129

(with 129 decimal digits, 476 binary digits)

which was presented by Martin Gardner 1976 (and believed by Ron Rivest
to resist quadrillion years) was factorized 1994 by 600 participants with
10" operations using a version of the quadratic sieve.

RSA-129 =
11438162575788886766923577997614661201021829672124236
25625618429357069352457338978305971235639587050589890
75147599290026879543541



The (later so called) number RSA-129

(with 129 decimal digits, 476 binary digits)

which was presented by Martin Gardner 1976 (and believed by Ron Rivest
to resist quadrillion years) was factorized 1994 by 600 participants with
10" operations using a version of the quadratic sieve.

RSA-129 =
11438162575788886766923577997614661201021829672124236
25625618429357069352457338978305971235639587050589890
75147599290026879543541 =
349052951084765094914/7849619903898133417764638493387/8
43990820577*32769132993266709549961988190834461413177

642967992942539/798288533



To test the security of 'semiprimes’, the

RSA-Factoring-Challenge,
a competition, was put forward by the RSA Laboratories,
It ended 2007 when Jens Franke (Bonn) et.al. had factorised

RSA-576 (2003; with 576 binary digits, 174 decimal digits),

RSA-640 (2005; with 193 decimal digits) and, together with
Thorsten Kleinjung, a

1039-Bit long Mersenne number (which was not part of the
challenge).



Predicted Approximate costs for breaking
the actually used RSA-1024 and RSA-2048:

Continued fraction: 2**°, 2*"° operations
Quadratic sieve:  2'°, 2™°

Numberfield sieve: 2%, 2+
—— Big decrease

(according to Tanja Lange and Daniel J.Bernstein:
ECCHacks on YouTube)



The European Union Agency for Network and Information
Security (ENISA) recommends
for RSA for the length of n
3072 Bits for medium term,
15.360 Bits for long term security,
for ECC for the greatest prime divisor of the group order
160 Bit for medium term and
512 Bit for long term security.
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Forecast for the length of secure keys of RSA and ECC
by A.Lenstra and E.Verheul (see CrypTool-Scipt)



Attacks to the LOG-probIem: e.g.
Babystep-Giantstep-algorithm for determining a= Iogg(A) (.,e. A=g?).

Let m=o(g) and w with w-1<vm < w; then a=w-j+r and A=g"g'

A-g'=(g").
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Attacks to the LOG-probIem: e.g.
Babystep-Giantstep-algorithm for determining a= Iogg(A) (.e. A=g?).

Let m=o(g) and w with w-1<vm < w; then a=w-j+r and A=g"g'

A-g"=(g")
Compare:
Babystep list {A-(g™)" | r=0,...,w-1}
with the

Giantstep list {1, g*, (9")*..., (g*)"*}
(which is not dependend from a).

MAN IN THE MIDDLE



Index-Calculus-algorithm to find Ioggb

Try to represent g* Iin G=<g> for random z with a

factor-basis S={a ,..,a }, 1.e. g=a *t--a™
giving z = sllogga1+...+ stloggat (mod n)

Repeat to get Ioggai as solutions of a system of

linear equations.
Try to find s with g*b=a b, ~a " ; from that one gets
Ioggb:b1 Iogga1+..-s (mod n)

Other algorithm: Pohlig-Hellman, Pollard-Rho, number field sieve, function
field sieve



Visualisation of the key exchange system by Diffie and Hellmann
with CrypTool 1

Diffie-Hellman-Demo - Visualisierung des Schlissel uschverfahrens mach Diffie-Hellman

|
—Won beiden benutzte cffentliche Parareter G e n e rato r g

Frimzahlmodul p: 934503830942350932450353403623

Genera kor g 93450333094850935450953403621

Secret random
e | number:

_Serechnen | a of Alice,
b of Bob
Public A and B with
A=g*und B=g’

5. 857714094707 705212123467

Common secret:
Einleitungsdialog anzeigen I
Infarmationsdialoge anzeigen v S — g ab — Ab — B a



ElGamal crypto-system

Private key

Public key

Encoding of plain
text m

Decoding

Verification

d
(g,A) (with A:=g?)

E(m):=(g",m-A)
for a randomly chosen k
to protect a: A“=(g?*)*=(g")?

D(X,y):=(x*)"y

D(g",m-A)=((g")) "mA*=g*g*m=m.
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Examples of real elliptic curves with Welerstrass equation
y“=x>+bx+c
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Addition on an elliptic curve




o

e ———— B
| £ ECC-Demo 1.1.1: Eﬂnldaddition auf Elliptischen Kurven tber diskreten Gruppen Fp I. = | |_i:h]

_ . VWahlen Sie den Zahlenraum
| y?=x’+ 11x + 20 mit F_ Uber 111 Punkten.
g5 - " Reeller Zahlenraum R
(=]
L T T T * Diskrete Gruppe dber Fp

Dieses Programm visualisiert verschiedene

Elliptische Kurven und ermaglicht es,

Punktadditionen auf diesen durchzufihren.

Die Kurven kidnnen entweder dber dem Zahlenraum
der reellen Zahlen oder Uber der diskreten Gruppe
uber Primzahlen zwischen 2 und 97 erzeugt werden.
Ciie Kurvenparameter a und b kdnnen Sie mit

den Reglern verandern.

Oie Verdopplung des Punkies P ergibt den
Funkt R.

Durch erneutes Cirdcken des Buttons kdnnen Sie
die Punktaddition mit dem Punkt P fortsetzen.

Eine Erlauterung des mathematischen Verfahrens

finden Sie in der Hilfe zu dieser Demo.

P=(23/26)
8P = (60/46)
R=8P + P =(36/67)

5 10 15 20 25 30 35 40 45 50 55 BO B5 7O F5 80 85 G0 Q5

a=11 +« r =20 +« r p=97 =« r

| Lésche Punkte | Log-Datei | Beenden |

Elliptic curve over Z_ (generated with CrypTool by B.Esslinger)



Daniel Bernstein (Chicago and Eindhoven) and
Tanja Lange (Eindhoven) recommend elliptic curves
with other equations

(because of easier implementation and
possible back doors

In the curves recommended by NIST)

http://ecchacks.cr.yp.to/.
https://www.youtube.com/watch?v=I6]TFxQaUJA}

(Video)



E.Q.:

It 1Is known that the

,pDual Elliptic Curve Deterministic Random Number
Generator”

has a back door:

If the points are randomly chosen, the x-coordinates are not
randomly distributed.



Europol chief warns on computer encryption
(BBC 29 March 2015)

,2Hidden areas of the internet and encrypted
communications make it harder to monitor

terror suspects”,
warns Europol’'s Rob Wainwright.



Other types of elliptic curves:
Edwards curves with equation
ax*+y°=1+dx?y” (with a non-square d)
Montgommery curves
By*=x°+Ax*+X
with special case Bernsteins elliptic curve25519
(used In OpenSSH, GnuPG)



y°=x>+486662x"+X
Bernstein's elliptic curve

http://mww.heise.de/security/meldung/Konkurrenz-fuer-die-NIST-Bernsteins-Elliptische-Kurven-auf-dem-Weg-
zum-Standard-2560881.html



Bernstein's elliptic curve
E:  y=X+AX°+X
p=2>-19

A with A2-4 not a square mod p, e.g.

A=486662

Curve 25519-Function®: IFp-restricted X-coordinate
scalar multiplication on E(IF.)



FOSL ualudim corrputer

Research on lattices, error corrrecting
codes, TSP (time stamp protocols), Hash
based procedures



Thank you for your attention!
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