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Abstract

Garg and Abadi recently proved that prominent access ddof@s can be translated in a
sound and complete way into modal logic S4. We have prewauslined how normal multi-
modal logics, including monomodal logics K and S4, can beestdbd in simple type theory
(which is also known as higher-order logic) and we have destnated that the higher-order
theorem prover LEO-II can automate reasoning in and aben thin this paper we combine
these results and describe a sound and complete embeddiiffp#nt access control logics
in simple type theory. Employing this framework we show ttie off the shelf theorem
prover LEO-II can be applied to automate reasoning in premtiaccess control logics.

1 Introduction

The provision of effective and reliable control mechanisonsccessing resources is an important
iIssue in many areas. In computer systems, for example,nipsitant to effectively control the
access to personalized or security critical files.

A prominent and successful approach to implement accessotoglies on logic based ideas
and tools. Abadi’s article [1] provides a brief overview ¢re frameworks and systems that have
been developed under this approach. Garg and Abadi recemthyed that several prominent
access control logics can be translated into modal logidS§ [They proved that this translation
is sound and complete.

We have previously shown [7] how multimodal logics can begafgly embedded in sim-
ple type theory $TT) [12, 5] — which is widely also known as higher-order logic@H). We
have also demonstrated that proof problems in and aboutmuadal logics can be effectively
automated with the higher theorem prover LEO-II.

In this paper we combine the above results and show thateiiffeccess control logics can
be embedded i8TT, which has a well understood syntax and semantics [19, 4, 3, 6

The expressiveness STT furthermore enables the encoding of the entire transl&ton ac-
cess control logic input syntax &I'T in STT itself, thus making it as transparent as possible. Our



embedding furthermore demonstrates that prominent acoggsol logics as well as prominent
multimodal logics can be considered and treated as natagients oSTT.

Using our embedding, reasoning in and about access coogial tan be automated in the
higher-order theorem prover LEO-II [9]. Since LEO-II geates proof objects the entire transla-
tion and reasoning process is in principle accessible figpendent proof checking.

This paper is structured as follows: Section 2 reviews beakgd knowledge and Section
3 outlines the translation of access control logics into aldagic S4 as proposed by Garg and
Abadi [15]. Section 4 restricts the general embedding oftimaidal logics intoSTT [7] to an
embedding of monomodal logics K and S4 ilsbl' and proves its soundness and completeness.
These results are combined in Section 5 in order to obtairuacsand complete embedding
of access control logics int8TT. Moreover, we present some first empirical evaluation of the
approach with the higher-order automated theorem prove@-LESection 6 concludes the paper.

2 Preliminaries

We assume familiarity with the syntax and semantics and dfimodal logics and simple type
theory and only briefly review the most important notions.

The multimodal logic languagdL is defined by
sti=p|-slsvt|O;s

wherep denotes atomic primitives armddenotes accessibility relations (distinct frggn Other
logical connectives can be defined from the chosen ones st way.

A Kripke frame forML is a pair(W, (R/)rc|), whereW is a non-empty set (called possible
worlds), and theR; are binary relations oWV (called accessibility relations). A Kripke model
for ML is a triple(W, (R)rer, =), where(W, (R/)r¢) is a Kripke frame, andk= is a satisfaction
relation between nodes 8t and formulas oML satisfying:w = —sifand only ifw [~ s, w = sVt
if and only ifw =sorw =t, w = O, sif and only if for all u with R (w,u) holdsu |=s. The
satisfaction relatiof= is uniquely determined by its value on the atomic primitipe#\ formula
sis valid in a Kripke modelW, (R/)re1, =), if w = sfor all we W. sis valid in a Kripke frame
(W, (R)rer) ifitis valid in (W, (R)rer, =) for all possible=. If sis valid for all possible Kripke
frames(W, (R-)re1) thensis called valid and we write=K s. sis calledS4-valid (we write=>* 5)
if itis valid in all reflexive, transitive Kripke frame@V, (R )r<), that is, Kripke frames with only
reflexive and transitive relatiorns;.

Classical higher-order logic or simple type the&Wr [5, 12] is a formalism built on top of
the simply typed\ -calculus. The set/ of simple types is usually freely generated from a set of
basic typeqo,1} (whereo denotes the type of Booleans) using the function type cocisir—.

The simple type theory langua&@T is defined by ¢, 3,0 € .7):

sti=
Pa | Xa| (A Xq- SB>aH[3 | (Saﬂﬁ ta);} |(m0—0%0)0|(So Vo—o—oto)ol( (UHO)HOSG—?C))O

pas denotes typed constants aKd typed variables (distinct fronpy) . Complex typed terms
are constructed via abstraction and application. Our &gionnectives of choice are, .o,



Vo—o—o andl 4,00 (for each typex). From these connectives, other logical connectives can
be defined in the usual way. We often use binder notatiqn s for (I‘I(a_,o)_m()\ Xa-S0)). We
denote substitution of a tersy, for a variableX, in a termBg by [A/X]B. Since we considen-
conversion implicitly, we assume the bound variableB afvoid variable capture. Two common
relations on terms are given IBsreduction andj-reduction. Ap-redex(AX.s)t B-reduces to
[t/X]s. An n-redex(A X.sX) where variableX is not free ins, n-reduces te. We writes=gt to
means can be converted toby a series off-reductions and expansions. Similasy;g,t means
scan be converted tousing bothB3 andn.

Semantics oS8TT is well understood and thoroughly documented in the liteesf6, 3, 4, 19];
our summary below is adapted from Andrews [2].

A frame is a collection{Dy }4c # Of nonempty domains (set§)y, such thatD, = {T,F}
(whereT represents truth anll represents falsehood). Tiik, g are collections of functions
mappingD into Dg. The members oD, are called individuals. An interpretation is a tu-
ple ({Dqa}qc7,!) where functionl maps each typed constary to an appropriate element of
Dq, which is called the denotation @f, (the denotations of,, v and I are always chosen
as intended). A variable assignmeptmaps variables(; to elements irD,. An interpreta-
tion ({Dq}ac,!) is @ Henkin model (general model) if and only if there is a bynfunc-
tion 7 such that?,sy € Dy for each variable assignmegtand terms, < L, and the follow-
ing conditions are satisfied for afp and alls,t € L: (a) 7pXa = ¢Xqa, (0) Y9 Pa = | Pa, (C)
Yo(Sa—pla) = (PpSa—p)(Peta), and (d)¥4(A Xq.sg) is that function fromDg into Dg whose
value for each argumemte Dq iS 7[;/x,],¢Sg, Where[z/Xq], @ is that variable assignment such
that([z/Xa], @) Xa = zand([z/Xa], 9)Ys = @Yg if Yg # Xg.t

If an interpretation{Dq }4c 7, 1) is @ Henkin model, the functio#, is uniquely determined.
An interpretation{Dq }qc 7, 1) is @ standard model if and only if for afi and3, D,_,g is the
set of all functions fronD4 into Dg. Each standard model is also a Henkin model.

We say that formul@ € L is valid in a modek{Dq }4c 7,1) if an only if 7oA =T for every
variable assignmemg. A model for a set of formulall is a model in which each formula éf is
valid.

A formula A is Henkin-valid (standard-valid) if and only K is valid in every Henkin (stan-
dard) model. Clearly each formula which is Henkin-validlsoestandard-valid, but the converse
of this statement is false. We writeSTT Aif A is Henkin-valid and we writ€ =STT Aif Ais
valid in all Henkin models in which all formulas &fare valid.

ISincel—, I'v, andIM are always chosen as intended, we hagé—s) = T iff ¥,s=F , #,(svt) =T iff
YoS=T or 7ot =T, and” (VXa:So) = 75 (M9 (A Xa-S)) = T iff for all ze D we have’(, x,) oS = T. Moreover,
we haverys= 7,t wheneves=gpt.



3 Translating Access Control Logic to Modal Logic

The access control logi€L studied by Garg and Abadi [15] is defined by
Si=plssA|1VS|st D] L|T|Asays s

p denotes atomic propositions,, v, D, L andT denote the standard logical connectives, and
A denotes principals, which are atomic and distinct from tloen&c propositiong. Expressions

of the formA says s, intuitively mean that\ asserts  (or supports ) s. ICL inherits all
inference rules of intuitionistic propositional logic. @Mhogical connectivesays satisfies the
following axioms:

FsD (Asays s) (unit)
- (Asays (sDt)) D (Asays s) D (Asays t) (cuc)
- (Asays Asays s) D (Asays sS) (idem)

Example 3.1 (from [15]) We consider a file-access scenario with an administratimgipeal
admin , a useBob, one filefilel , and the following policy:

1. If admin says thafilel should be deleted, then this must be the case.
2. admin trusts Bob to decide wheth@lel should be deleted.

3. Bob wants to deletdile1

This policy can be encoded I€L as follows:

(admin says deletefilel ) D deletefilel (1.1)
admin says ((Bob says deletefilel ) D deletefilel ) (1.2)
Bob says deletefilel (1.3)

The question whethefilel  should be deleted in this situation corresponds to proving
deletefilel (2.4), which follows from (1.1)-(1.3), (unit), and (cuc).

Garg and Abadi [15] propose the following mappihg of ICL formulas into modal logic
S4 formulas (similar to Gddels translation from intuitisinc logic to S4 [16], but providing
a mapping for the additional connectivgays ; we refer to Garg and Abadi [15] for a brief
discussion of the intuition of the mapping sdys ).

[Pl Op

[sAt] = [s|A[t] [T =7

[svt] = [s]V][t] 1] = 1
[sot] = O([s] D [t]) [Asays s = D(AV][s])

Logic ICL= extendd CL by aspeaks-for operator (represented by=) which satisfies the
following axioms:



FA=— A (refl)
F(A=B)>D(B=C)D> (A= C) (trans)
F(A= B) D (Asays s) D (Bsays s) (speaking-for)
F(Bsays (A= B)) D (A= B) (handoff)

The use of the new=>- operator is illustrated by the following modification of Erple 1.

Example 3.2 (from [15]) Bob delegates his authority to delefilel to Alice (see (2.3)),
who now wants to deletilel

(admin says deletefilel ) D deletefilel (2.1)
admin says ((Bob says deletefilel ) D deletefilel ) (2.2)
Bob says Alice = Bob (2.3)
Alice says deletefilel (2.4)
Using these facts and (handoff) and (speaking-for) one oawepleletefilel (2.5)

The translation of CL= into S4 extends the translation frdiGL to S4 by
[A=— B] = O(ADB)
Logic ICLB differs fromICL by allowing that principals may contain Boolean connedctige
denotes atomic principals distinct from atomic proposisip
AB:=alAAB|/AVB|ADB|L|T
ICLE satisfies the following additional axioms:
~(Lsays s)Os (trust)

If A= T thenAsays L (untrust)
F((ADB)says s) D (Asays s) D (Bsays s) (cuc)

Abadi and Garg show that ttspeaks-for  operator fromlCL= is definable inlCLE. The
use ofl CLB is illustrated by the following modification of Example 1.

Example 3.3 (from [15]) admin is trusted ondeletefilel and its consequences (3.1).
(3.2) says thaadmin further delegates this authority Bob.

(adminsays 1) D deletefilel (3.1)

adminsays ((Bob D admin ) says deletefilel ) (3.2)

Bob says deletefilel (3.3)
Using these facts and the available axioms one can agaie gebstefile 1 (3.4).

The translation of CLB into S4 is the same as the translation fribh to S4. However, the map-
ping [Asays s| = O(AV [s]) now guarantees that Boolean principal expressfoase mapped
one-to-one to Boolean expressions in S4.

Garg and Abadi prove their translations sound and complete:

Theorem 3.4 (Soundness and Completeness) sin ICL (resp. ICL= and ICLB) if and only if
F[s] in $A

Proof: See Theorem 1 (resp. Theorem 2 and Theorem 3) of Garg and fiEddi g.e.d



4 Embedding Modal Logic in Simple Type Theory

Embeddings of modal logics into higher-order logic haveyeitbeen widely studied, although
multimodal logic can be regarded as a natural fragmei®Tat Gallin [13] appears to mention
the idea first. He presents an embedding of modal logic intesared type theory. This idea
is picked up by Gamut [14] and a related embedding has rgcbetn studied by Hardt and
Smolka [17]. Carpenter [11] proposes to use lifted conmestian idea that is also underlying
the embeddings presented by Merz [21], Brown [10], Harr{d@®) Chap. 20], and Kaminski and
Smolka [20].

In [7] we pick up and extend the embedding of multimodal Isgitto STT as studied by
Brown [10]. The starting point is a characterization of nmtidal logic formulas as particular-
terms inSTT. A distinctive characteristic of the encoding is that thérdens of thedr operator
A-abstracts over the accessibility relatiBn As is shown in [7] this supports the formulation of
meta properties of encoded multimodal logics such as thegpondence between certain axioms
and properties of the accessibility relati@nAnd some of these meta properties can be efficiently
automated within our higher-order theorem prover LEO-II.

The general idea of this encoding is very simple: Choose tygga and let this type denote
the set of all possible worlds. Certain formulas of type> o then correspond to multimodal
logic expressions, whereas the modal operators/, and O, itself becomeA-terms of type
(t -0)— (1 —0), (1—0—(l—0—(1—o0),and (I =1 —0)— (I -0)— (I —0)
respectively. Intuitively, a multimodal formula of type— o denotes the set of worlds in which
it is true.

The mapping . | translates formulas of multimodal logiL into terms of type — oin STT:

p] = Pi—o Pl = Pi—o

rl = rnoi-o rl = r—i—o
[=s] = AX.=(ls]X) =] = AA_eAX.(AX)
IsVt] = AX.([s|X)V([t]X) V] = AA_oABi_oAX.(AX)V(BX)
| Oy s AX VYL ([ XY) = ([s]Y) O] = AR~ AA o

AX.WY,. (RXY) = (AY)

The expressiveness 8IT (in particular the use ok -abstraction an¢gn-conversion) allows us
to replace mapping. | by mapping.| which works locally and is not recursive.

It is easy to check that this local mapping works as intenéed example,

OrpvOra)| = V(T [Ir[[p)) (IO ]Irl[a)=pn [Br pVErq)]

2Note that the encoding of the modal operatdfsis chosen to explicitly depend on an accessibility relation
of type1 — 1 — o given as first argument to it. Hence, we basically introdugemeric framework for modeling
multimodal logics. This idea is due to Brown and it is thisespvhere the encoding differs from the LTL encoding
of Harrison. The latter chooses the interpreted typ@ of numerals and then uses the predefined relatiaver
numerals as fixed accessibility relation in the definitioh§8loand<$. By making the dependency of, and<, on
the accessibility relation explicit, we cannot only formalize but also automaticaltpye some meta properties of
multimodal logics as we have demonstrated in [7].



Further local definitions for other multimodal logic openat can be introduced this way.
For example| D | = AA Lo AB 0 AX. (AX) = (BX), | L| =AA oL, |T| =AA 0T, and
| /\ | — AAI_70.A B,_>0.AXI. (AX) /\ (BX)

A notion of validity for theA -terms (of typa — 0) we obtain after definition expansion is still
missing: We wan#, _,, to be valid if and only if for all possible worlds, we have(A _ow, ),
that is,w € A. This notion of validity is also introduced as a local defomt

IMval | = AA _oYW.AW

Garg and Abadi’s translation of access control into modgidas presented in Section 3
is monomodal and does not require differéntoperators. Thus, for the purpose of this paper
we restrict the outlined general embedding of multimodgidse into STT to an embedding of
monomodal logic int&STT. Hence, for the remainder of the paper we assumeNthaprovides
exactly oneJ, -operator, that is, a single relation constant

We next study soundness of this embedding. Our soundnessh@iow employs the follow-
ing mapping of Kripke frames into Henkin models.

Definition 4.1 (Henkin model MX for Kripke Model K) Given a Kripke modeK = (W, (R),
I=). The Henkin modeMX = ({D4}q4c7,1) for K is defined as follows: We choose the set of
individualsD, as the set of worldg/ and we choose thB,_,g as the set of all functions from
Dy to Dg. Let pl,...,p™ for m> 1 be the atomic primitives occuring in modal languadk.

Remember thal, is the only box operator d¥lL. Note that pl|=pl_oand|r|=r,_, 0. Thus,

for 1 <i < mwe choosé p{ ., € D,_., such thafl p! _,)(w) =T for all w € D, with w = p/ in
Kripke modelK and (I p}_,o) (w) = F otherwise. Similarly, we choode, ;.o € D, such
that (Ir, o) (W,W) = T if R(w,w) in Kripke modelK and(Ir,_,;_o)(W,w) = F otherwise.
Clearly, if R, is reflexive and transitive then, by construction, ., .o is so as well. It is easy
to check thaMK = ({Dq}qc7,1) is a Henkin model. In fact it is a standard model since the
function spaces are full.

Lemma 4.2 Let MK = ({Dy}qc7,!) beaHenkin model for Kripke model K = (W, (R))icl, |=).
For all g € L, w e W and variable assignments ¢ the following are equivalent: (i) w = q, (ii)

Pwwig, o ([AJW) =T, and (i) Y1, (|A/W) =T.

Proof: We prove (i) if and only if (ii) by induction on the structuré Q. Letq = p for some
atomic primitivep € L. By construction oMK, we have?jw w0 (LPIW) = Ym0 (Pi—oW) =
(I'p—o)(w) =T if and only if w = p. Let p= —s. We havew = —sif and onlyw [~ s. By
induction we get/jy, ), (|S/W) = F and hence/jy, o ~([SIW) =g Ywm,o (| 7SIW) =T.
Letp=(sVt). We havew [~ (sVt) if and only ifw = sorw (£ t. By induction, ¥y, ;)¢ ([S|W) =
T or Vi, ([LJW) = T. Thus¥jwmw,e ([SIW) V ([t]W) =5 Ywmi,e(ISVEIW) =T. Let
g= 0O,s. We havew = O, sif and only if for all u with R (w, u) we haveu = s. By induction, for
all uwith Ry (w, u) we have?{yn,) o ([S|V) =T. Hencejyn, ) wwi,o ((ITTWV) = ([s|V))=T

and thus?fyw,¢ (Wi (([rJWY) = ([s]Y))) =pn Ywmw,e ([Brs]W) =T.
We leave it to the reader to prove (ii) if and only if (iii). ode



We now prove soundness of the embedding of normal monomaogiaslk and$4 into STT.
In the case o4 we add axioms that correspond to modal logic axidm@eflexivity) and 4
(transitivity) 2 Here we call these axiolRandT.

Theorem 4.3 (Soundness of the Embedding & and $4into STT) Let s ML be a mono-
modal logic proposition.

1. If =5TT |Wval s| then =K s,

2.1f {RT} ST |Wal s| then =%'s, where R and T are shorthands for
VX o [Mral O, XD X| and VX, 0. [Mral O, X D 0O, O, X| respectively.

Proof:

(1) The proof is by contraposition. For this, assug€s, that is, there is a Kripke modil =
(W, (Rr), =) with w = sfor somew € W. By Lemma 4.2, for arbitrarp we have? |y, w1, (|S\W) =
F in Henkin modeMX for K. Thus, ¥, (YW. (|S/\W) = 7%, |Mval s| = F. Hence ST |Mval s|.

(2) The proof is by contraposition. Fropa> s we get by Lemma 4.2 thaMval g is not
valid in Henkin modeMX = ({Dg}ge7,1) for Kripke modelK = (W, (R;)). R; in K is reflexive
and transitive, hence, the relatioir) € D,_,,_,o is so as well. We leave it to the reader to verify
that axiomsR andT are valid inMK. Hence{R,T } j£STT |[Mval s|. g.ed

In order to prove completeness, we introduce a mapping frankih models to Kripke
models. We assume that the the signature of the modal logitaics the atomic primitives
pl,...,p™for m> 1 and that the simple type theory signature correspondwiyains constants
Pt o, P, for m> 1 as well as relation constant.,, .

Definition 4.4 (Kripke Model KM for Henkin model M) Let Henkin modeM = ({Dg}gc.7,
1) be given. The Kripke mod&{M = (W, (R/), =) for Henkin modeM is defined as follows: We
choose the set of world¥ as the set of individual®,. Moreover, we choose- such thatv |= p
in KM if (1p)_,)(w) =T in M andw = p' otherwise. Similarly, we choog® such thawR, w
in KMif (Ir, ., _o)(w,w) = T in M and—(wR; W) otherwise. Clearly , ifIr, ., o) is reflexive
and transitive then alsg is. It is easy to check th&M is a Kripke model.

Lemma 4.5 Let KM = (W, (R)icl, |=) be aKripke model for Henkin model M = ({Dg }qe7,1).
For all g € L, w € W and variable assignments ¢ the following are equivalent: (i) w = q, (ii)

Pwpwi], o ([AJW) =T, and (iii) Yfw e (|d/W) =T.

Proof: Analogous to Lemma 4.2. g.e.d

SNote thafl = (O;sDs) and 4= (O, sD O, O; s) are actually axiom schemata in modal logic. As we show here,
their counterparts iSTT actually become proper axioms.



We now prove completeness of the embedding of normal monahtogicsK and $4 into
STT. As before we add axiomB andR to obtain$4.

Theorem 4.6 (Completeness of the Embedding & and $4 into STT) Letse ML beamono-
modal logic proposition.

1. 1f =X sthen E5TT |Mval s

2.1f =% s then {R T} =577 |Wal s, where R and T are shorthands for
VX o |Mral O, XD X| and VX, . |[Mral O, X D 0O, O, X| respectively.

Proof:

(1) The proof is by contraposition. Assume> T |Mval g, that is, for a Henkin model
M = ({Dqg}acz,!) and a variable assignmegtwe have?,|Mval s| = F in M. This implies
that there is some € D; such that/j, \ o (|S|\W) = F in M. By Lemma 4.5 we know that j~ s

in Kripke modelKM = (W, (R;), =) for M. Hence %K s.

(2) The proof is analogous to above and frgR,T } 5T |Mval s| we get with Lemma
4.5 thatw [~ sin Kripke modelKM = (W, (R/), =) for M. However, we now additionally have
for axiomsR andT that 7,R= 7, T =T. We leave it to the reader to check that this implies
reflexivity and transitivity of relatiorilr, ., o). Thus, by constructior, in KM is reflexive and
transitive. This implieg-> s. g.ed

Reasoning problems in modal logiksand$4 can thus be considered as reasoning problems
in STT. Hence, any off the shelf theorem prover that is soundSDbr, such as our LEO-II,
can be applied to them. For exampteS'T [Mval O, T|, ES'T |Mval O,a> 0, a|, and=ST"
[Mval <r(aDb) Vv (Orad O b)| are automatically proved by LEO-II in 0.024 seconds, 0.026
seconds, and 0.035 seconds respectively. All experimetiid WO-II reported in this paper were
conducted with LEO-II version v0.98on a notebook computer with a Intel Pentium 1.60GHz
processor with 1GB memory running Linux.

More impressive example problems illustrating LEO-II'sfpemance for reasoning in and
about multimodal logic can be found in [7]. Amongst these problemalso the equivalence
between axioms$l, sOs and O, sD O, O, s and the reflexivity and transitivity properties of the
accessibility relatiom:

Example 4.7 ST (RAT) < (refl rAtrans r) whereR and T are the abbreviations as
introduced in Theorem 4.3 améfl andtrans abbreviations foAR,_,_o.VX,.RXX and

AR Lo VX VY. VZ.RXY ARY Z = RX Z. LEO-Il can solve this modal logic meta-level prob-
lem in 2.329 seconds.

4LEO-Il is available fromhttp://www.ags.uni-sb.de/~leo/
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5 Embedding Access Control Logic in Simple Type Theory

We combine the results from Sections 3 and 4 and obtain thenfiolg mapping)|.|| from access
control logiclCL into STT:

[Pl = [Orpl=AX VY0l 1o XY = poY
|Al = |Al=a_o (distinct from the Pi—o0)
IN] = ASAT.SAT|=AS_0AT o0 AX.SXATX
V]| = ASAT.|SVT|=AS_0AToaAX.SXVTX
|2 = ASAT.|G,(SDT)]
= AS_ o0 AT o0 AX Wil 2o XY = (SY=TY)

[T = TI=AS—0T
Ll = |L[=AS—0L

|lsays || = AAAS|Or(AVS)

AA L0 AS Lo AX VYL o XY = (AY VSY)
It is easy to verify that this mapping works as intended. F@aneple:

ladminsays 1| := |says |||[admin ||||L]|
:Br’ )\X,.VY,.I’,_H_)oXY = (admll’l l—>OY\/J—)
=gp |Or(@dmin v 1)|=g, |0 (admin Vv L1)]
= |[adminsays ]|

We extend this mapping to logi€L= by adding a clause for the speaks-for connective:

|| — || :AAAB.“:‘r (AD B>| — AA,_>0.A B,_,o.)\x,.VY,.r,_,,_,OXY = (AY = BY)

For the translation ofCLB we simply allow that the ICL connectives can be applied to-ri
cipals. Our mapping.|| needs not to be modified and is applicable as is.

The notion of validity for the terms we obtain after tranglast is chosen identical to before

[ICLval || =AA o [Mval [A=AA o YW. AW

Theorem 5.1 (Soundness of the Embeddings 6€L, ICL=, and ICLB in STT) Letse ICL (resp.
selCL™,selICLB) andlet Rand T beasbefore. If {R, T} =ST [I CLval | then sin access
control logic ICL (resp. ICL=, ICLB).

Proof: If {R,T} E5TT |ICLval s| then=%*sby Theorem 4.3 sincgCLval s| = |Mval s
This implies that- [s] for the sound and complete Hilbert System for S4 studied #.J1By
Theorem 3.4 we conclude thatsin access control logitCL (resp.ICL=, ICLE). g.e.d

5See Theorem 8 in [15] which is only given in the full versiortloé paper available fromttp://www.cs.
cmu.edu/~dg/publications.html
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Table 1: Performance of LEO-Il when applied to problems icess control logi¢CL

Name TPTP Name  Problem LEO (s) |
unit  SWV425°1p {R,T}ESTT|ICLval s> (Asays 9| 0.031
cuc SWv426~1.p  {R,T}EST |ICLval (Asays (sDt)) D (Asays S) O (Asays t)|| 0.083
idem  SWV427°1p {R,T}ESTT|ICLval (Asays Asays s) D (Asays s)| 0.037
Exl  SWv428"lp {RT,|ICLval (L1)],...,|ICLval (1.3)|} ES'T [ICLval (1.4)]| 3.494
unit  SWv42572.p | =STT |[ICLval s D (Asays 9 -
cud®  SWv426"2.p ESTT |ICLval (Asays (sDt)) D (Asays s) D (Asays t)] -
idem  SwWv42772.p =STT |[ICLval (Asays Asays s) O (Asays 9| -
ExI€  Swv428"2p {[IiCLval (L1)],...,[ICLval (1.3)|} ES'T [[ICLval (1.4)]| -

Table 2: Performance of LEO-Il when applied to problems iceas control logi¢CL™

Name TPTP Name Problem LEO (s) |
refl SWV429°.p {RT}EST|ICLval A= A 0.052
trans SWv430rLp  {RT}EST |ICLval (A= B) > (B=C) > (A= Q)| 0.105
sp-for  SWv431rlp {RT}EST|ICLval (A= B) D (Asays s) D (Bsays s)| 0.062
handoff SWV43271.p {R,T} ST |ICLval (Bsays (A= B)) O (A= B)|| 0.036
Ex2 SWV433r.p  {RT,|ICLval (2.1)|,....[ICLval (2.4)]} =STT [ICLval (2.5)]  0.698
refl SWV42972.p ST |[ICLval A = A 0.031
trang SWV430"2.p ST |ICLval (A= B) > (B=C) > (A= C)| -
sp.-fofX  Swv431r2p ESTT |[ICLval (A= B) D> (Asays s) D (Bsays )| -
handoff SWv43272.p |=5TT |[ICLval (Bsays (A = B)) D> (A = B)|| -
Ex2¢ SWv433~2.p  {[ICLval (2.1)],...,[ICLval (2.4)|} =STT [ICLval (2.5)] -

Theorem 5.2 (Completeness of the Embeddings 6EL, ICL=, and ICLB in STT) LetseICL
(resp. s€ ICL™, se ICLB) and let Rand T be as before. If - sin access control logic ICL (resp.
ICL=, ICLB) then {R, T} =STT |l CLval §

Proof: Similar to above with Theorem 4.6 instead of Theorem 4.3. .dg.e

We can thus safely exploit our framework to map problems tdated in the control logics
ICL, ICL=, andICLB to problems irSTT and we can apply the off the shelf higher-order theorem
prover LEO-II (which itself cooperates with the first-ordbeorem prover E [22]) to solve them.
Times are given in seconds.

Table 1 shows that LEO-II can effectively prove that the engounit, cuc and idem hold as
expected in our embedding BEL in STT. This provides additional evidence for the correctness
of our approach. Example 1 can also be quickly solved by LE®tbblems unit, cuct, ident,
and ExX modify their counterparts by omitting the axioRsandT. Thus, they essentially test
whether these problems can already be proven via a mappinpdal logicK instead of$4,
which is not expected. A challenge for future work is to appBO-II to analyse invalidity of
these axioms in contex and to synthesize concrete witness terms if possible. Fof ufor
instance, the problem given to LEO-Il would be

=STT 3s—|ICLval s> (Asays 9)||

Tables 2 and 3 extend our experiment to the other accestmgics, axioms and examples
presented in Section 3. In the cases of‘rédir logic ICL= and untrust for logic ICLE LEO-II
shows that the axiomR andT are in fact not needed.
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Table 3: Performance of LEO-II when applied to problems icess control logi¢CLB

Name TPTP Name Problem LEO (s) |
trust SWv434~1.p  {R,T}EST |lICLval (Lsays s) D s 0.049
untrust SWV435°1L.p {R,T,|ICLval A=T|}EST |ICLval Asays || 0.053
cuc’ SWV436~1l.p  {R,T}EST |ICLval ((A D B)says s) D (Asays s) D (Bsays s 0.131
Ex3 SWVv43771.p  {RT,|/ICLval (3.1)|,...,|/ICLval (3.3)|} |:STT [[ICLval (3.4)] 0.076
trust¢ SWv43472.p ST |ICLval (L says s) D g -
untrust  SWV4352.p {|[ICLval A=TJ}}S"T |ICLval Asays L|| 0.041
cuck SwWv436r2.p  E=STT |ICLval ((A D B)says s) O (Asays s) O (Bsays 9 -
Ex3¢ SWV437°2.p {|lICLval (3.1)],...,[ICLval (3.3)|} ST |ICLval (3.4)] -

In the Appendix we present the concrete encoding or our ecibgdogether with the prob-
lems unit, cuc, idem, and Ex1 in the new TPTP THF syntax [8]ctvis also the input syntax of
LEO-IL.

6 Conclusion and Future Work

We have outlined a framework for the automation of reasomiraind about different access con-
trol logics in simple type theory. Using our framework ofétkhelf higher-order theorem provers
and proof assistants can be applied for the purpose. Ourdaimgeof access control logics in
simple type theory and a selection of example problems hese bncoded in the new TPTP THF
syntax and our higher-order theorem prover LEO-II has begtied to them yielding promising
initial results. Our problem encodings have been submiti¢de higher-order TPTP library (see
http://www.cs.miami.edu/~tptp/ ; problem domairthf ) under development in the
EU project THFTPTP and are thus available for comparisoncmdpetition with other TPTP
compliant theorem provers.

Future work includes the evaluation of the scalability of epproach for reasoning within
prominent access control logics. Moreover, LEO-II couldalpglied to explore meta-properties
of access control logickCL, ICL=, andICLB analogous to Example 4.7. More generally, we
would like to study whether our framework can fruitfully suget the exploration of new access
control logics.

What has not been addressed in this paper due to spaceti@ssris our embedding of access
control logicICL" into simple type theory +CL" is an access control logic with second-order
guantification.

Acknowledgements: Catalin Hritcu inspired the work presented in this paper poidited me
to the paper by Garg and Abadi. Chad Brown, Larry Paulson dadscPeter Wirth pointed me
to some problems and typos in earlier versions of this paper.
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7 TPTP THF Problem files for Ex1

The file ICL_k.ax presents the general definitions of our niragpfrom access control logics via
modal logic K toSTT.

%

% File : ICL_k.ax

% Domain : ICL Logic and its translation into Modal Logic (whi ch is

% itself modeled in simple type theory; see [2])

% Axioms . ICL logic based upon modal logic based upon simple t ype theory
% Version

% English :

% Refs . [1] Deepak Garg, Martin Abadi: A Modal Deconstructio n of Access
% Control Logics. FoSSaCS 2008: 216-230

% [2] C. Benzmueller and L. Paulson. Exploring Properties

% of Normal Multimodal Logics in Simple Type Theory with LEO- 1.
% Festschrift in Honour of Peter B. Andrews.

% See: http://www.ags.uni-sh.de/~chris/papers/B9.pdf

% Status

% Syntax

% Comments : Formalization in THF by C. Benzmueller
%

%9%6%%%%% %% %% %% %% % %% % %% %%
%% Multimodal-Logic %%
%%% %% % %% %% % %% %% % %% %% % %%

%---This formalization of multimodal Logic follows the ide as presented in [2]



%---The idea is that an atomic multimodal logic proposition P (of type
%--- $i > $0) holds at a world W (of type $i) iff W is in P resp. (P @
%---Now we define the multimodal logic connectives by reduc ing them to set

%---operations
%---mfalse corresponds to emptyset (of type $i)
thf(mfalse_decl,type,(

mfalse: $i > $0 )).

thf(mfalse,definition,
( mfalse
= (N [X: 8] $false ) ).

%---mtrue corresponds to the universal set (of type $i)
thf(mtrue_decl,type,(
mtrue: $i > $o )).

thf(mtrue,definition,
( mtrue
= (N [X $i] o $true ) ).

%---mnot corresponds to set complement
thf(mnot_decl,type,(
mnot: ( $i > $0 ) > $i > %0 )).

thf(mnot,definition,
( mnot
= (N [X $i> $o,U: Si]
~(X@U))).

%---mor corresponds to set union
thf(mor_decl,type,(
mor: ( $i > %0 ) > ($i > %0 ) > $i > $0 )).

thf(mor,definition,
( mor
= (N [X %> $o,Y: $i > $o,U: $i] :
((X@U)
[(Y@UuU)))).

%---mand corresponds to set intersection
thf(mand_decl,type,(
mand: ( $i > $0 ) > ( $i > $0 ) > $i > %0 )).

thf(mand,definition,
( mand
= (N [X %> $o,Y: $i > $o,U: $i]
((X@U)
&(Y@Uu)))).

%---mimpl defined via mnot and mor
thf(mimpl_decl,type,(
mimpl: ( $i > $0 ) > ( $i > $0 ) > $i > $0 )).

thf(mimpl,definition,
(- mimpl
= (N [U:$i > $oV: $i > $0] :
(mor @ (mnot @ U ) @ V) ) ).

%---miff defined via mand and mimpl
thf(miff_decl,type,(
miff: ( $i > $0 ) > ( $i > $0 ) > $i > $0 )).

thf(miff,definition,
(- miff
= (N [U: $i > $o,V: $i > $0] :
(mand @ ( mimpl @ U @ V) @ (mmpl @ V@ U)))).

%---mbox
thf(mbox_decl,type,(
mbox: ( $i > $i > $0 ) > ( $i > $0 ) > $i > $0 )).

W)

15
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thf(mbox,definition,

( mbox
= ("~ [R $i > $i > $o,P: $i > $o.X: $i] :
VY: $i] :

((R@X@Y)
= (P@Y))))

%---mdia
thf(mdia_decl,type,(
mdia: ( $i > $i > $0 ) > ( $i > $0 ) > $i > $0 )).

thf(mdia,definition,
( mdia
= ("[R: & > & > $o,P: $i > $o,X: $i] :
? [Y: $i] :
((R@X@Y)
&(P@Y))))

%---Validity of a multimodal logic formula (in logic K) can n ow be encoded as
thf(mvalid_decl,type,(
mvalid: ( $i > $0 ) > $0 )).

thf(mvalid,definition,
( mvalid
= (NP $i > $0] :
1 W: $i]
(P@W)))

%9%0%%%%%%%% % %% % %% %
%%% ICL Logic %%%
%%%%%% %% % %% %% %% %%

%---The encoding of ICL logic employs only one accessibilit y relation which
%---introduce here as a constant 'rel’; we don't need multim odal logic.
thf(rel,type,(

rel : $i > $i > $o0)).

%---ICL logic distiguishes between atoms and principals; f or this we introduce
%---a predicate 'icl_atom’ ...
thf(icl_atom,type,(

icl_atom: ($i > $0) > ($i > $0) )).

thf(icl_atom,definition,
( icl_atom
= (N [P: $i > $0] : (mbox @ rel @ P)) )).

%--- ... and also a predicate ’icl_princ’
thf(icl_princ,type,(
icl_princ:  ($i > $0) > ($i > $0) )).

thf(icl_princ,definition,
( icl_princ
= (NP $i > $0] : P))).

%%%% %% %% %% %% % %% %% %% %% %% %% %% %% %% % %% RB4084048/0%0%6 %% %6 % % % %% %%
% We introduce the logical connectives of ICL and map %
% them to modal logic expressions as suggested in [1] %
%%% %% % %% %% %% % %% %% %% %% % %% %% % %% % % %% %0 %RB8484848/0 %0 % %% %% %% %% %%

%---ICL and connective
thf(icl_and,type,(
icl_and: ($i > $0) > ($i > $0) > ($i > $0) )).

thf(icl_and,definition,
(icl_and
= ("[A & > %0, B: $i > $0] : (mand @ A @ B)) )).

%---ICL or connective
thf(icl_or,type,(
icl_or:  ($i > $0) > ($i > $0) > ($i > $0) )).
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thf(icl_or,definition,
( icl_or
= (~[A $i > %0, B: $i > $0] : (mor @ A @ B)) )).

%---ICL implication connective
thf(icl_impl,type,(
icl_impl: ($i > $0) > ($i > $0) > ($i > $0) )).

thf(icl_impl,definition,
( icl_impl
= ("~ [A: $i > %0, B: $i > $0] : (mbox @ rel @ (mimpl @ A @ B))) )).

%---ICL true connective
thf(icl_true,type,(
icl_true: ($i > $0) )).

thf(icl_true,definition,
( icl_true
= mtrue )).

%---ICL false connective
thf(icl_false,type,(
icl_false: ($i > $0) )).

thf(icl_false,definition,
( icl_false
= mfalse )).

%---ICL says connective
thf(icl_says,type,(
icl_says: ($i > $0) > ($i > $0) > ($i > $0) )).

thf(icl_says,definition,
( icl_says
= (~[A: $i > %0, S: $i > %0] : (mbox @ rel @ (mor @ A @ S))) )).

9%9%%%%% % %% % %% % %% % %% % %% % %% % %% % %% % %% %
% ICL notions of validity wrt. K %
9%%%%%% % %% % %% % %% % %% % %% % %% % %% % %% % %% %

%---An ICL formula is K-valid if its translation into modal | ogic is valid
thf(iclval_decl,type,(
iclval: ( $i > $0 ) > $0 )).

thf(icl_s4_valid,definition,
( iclval
= (N [X $i > $0] : (mvalid @ X)) )).

The file ICL_s4.ax provides the axior®andT are added to to obtain a mapping into modal
logic S4.

% -

% File . ICL_s4.ax

% Domain : ICL Logic and its translation into Modal Logic (whi ch is

% itself modeled in simple type theory; see [2])

% Axioms : ICL logic based upon modal logic based upon simple t ype theory
% Version :

% English :

% Refs . [1] Deepak Garg, Martin Abadi: A Modal Deconstructio n of Access
% Control Logics. FoSSaCS 2008: 216-230

% [2] C. Benzmueller and L. Paulson. Exploring Properties

% of Normal Multimodal Logics in Simple Type Theory with LEO- Il
% Festschrift in Honour of Peter B. Andrews.

% See: http://www.ags.uni-sb.de/~chris/papers/B9.pdf

% Status

% Syntax

% Comments : Formalization in THF by C. Benzmueller
% -
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%%%%%%%% %% %% %% %% %% %% % % %% %% %% % % %% %%

% ICL notions of validity wrt S4 %
%%%%%%%%% %% % % %% %% %% %% % %% %% %% % % %% %%

%---We add the reflexivity and the transitivity axiom to obt ain S4.

thf(refl_axiom,axiom,
([A:($i>%0)]: (mvalid @ (mimpl @ (mbox @ rel @ A) @ A)) )).

thf(trans_axiom,axiom,

('[B:($i>%0)]: (mvalid @ (mimpl @ (mbox @ rel @ B) @
(mbox @ rel @ (mbox @ rel @ B )))) )).

File ICL_ex1_s4.thf contains the encoding of Example 1.

% -

% File : ICL_ex1_s4.thf

% Domain : ICL Logic and its translation into Modal Logic (whi ch is

% itself modeled in simple type theory; see [2])

% Axioms

% Version :

% English : ICL logic mapping to modal logic S4 implies 'Ex1’; see p.4 of [1]
% Refs : [1] Deepak Garg, Martin Abadi: A Modal Deconstructio n of Access
% Control Logics. FoSSaCS 2008: 216-230

% [2] C. Benzmueller and L. Paulson. Exploring Properties

% of Normal Multimodal Logics in Simple Type Theory with LEO- 1.
% Festschrift in Honour of Peter B. Andrews.

% See: http://www.ags.uni-sb.de/~chris/papers/B9.pdf

% Status : Theorem (Henkin semantics)

% Syntax

% Comments : Formalization in THF by C. Benzmueller
% —

include(ICL_k.ax’).
include('ICL_s4.ax’).

%---The principals

thf(admin,type,(
admin: $i > $o )).

thf(bob,type,(
bob: $i > $o0 )).

%---The atomic propositions

thf(deletfilel,type,(
deletefilel: $i > $o )).

%---The axioms of the example problem
%---(admin says deletefilel) => deletfilel
thf(ax1,axiom,
(iclval @
(icl_impl @ (icl_says @ (icl_princ @ admin) @ (icl_atom @ del etefilel))
@ (icl_atom @ deletefilel)) )).

%---(admin says ((bob says deletefilel) => deletfilel))
thf(ax2,axiom,
(iclval @
(icl_says @ (icl_princ @ admin)
@ (icl_impl @ (icl_says @ (icl_princ @ bob)
@ (icl_atom @ deletefilel))
@ (icl_atom @ deletefilel))) )).

%---(bob says deletefilel)
thf(ax3,axiom,
(iclval @ (icl_says @ (icl_princ @ bob) @ (icl_atom @ deletef ilel)) )).

%---We prove: It holds deletefilel
thf(ex1,conjecture,
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(iclval @ (icl_atom @ deletefilel) )).

Files ICL_unit_s4.thf, ICL_cuc_s4.thf, and ICL_idem_tkf.contain the encodings of the
axioms unit, cuc and idem as proof problems.

% -

% File : ICL_unit_s4.thf

% Domain : ICL Logic and its translation into Modal Logic S4 (w hich is

% itelf modeled in simple type theory; see [2])

% Axioms :

% Version :

% English : ICL logic mapping to modal logic implies 'unit’; s ee p.3 of [1]
% Refs : [1] Deepak Garg, Martin Abadi: A Modal Deconstructio n of Access
% Control Logics. FoSSaCS 2008: 216-230

% [2] C. Benzmueller and L. Paulson. Exploring Properties

% of Normal Multimodal Logics in Simple Type Theory with LEO- II.
% Festschrift in Honour of Peter B. Andrews.

% See: http://www.ags.uni-sb.de/~chris/papers/B9.pdf

% Status : Theorem (Henkin semantics)

% Syntax

% Comments : Formalization in THF by C. Benzmueller
% -

include(ICL_k.ax’).
include(ICL_s4.ax’).

%---We introduce an arbitrary atom s

thf(s,type,(
s : & > %0 )).

%---We introduce an arbitrary principal a
thf(a,type,(
a: $i > $0)).

%---Can we prove 'unit'?
thf(unit,conjecture,
(iclval @ (icl_impl @ (icl_atom @ s)
@ (icl_says @ (icl_princ @ a) @ (icl_atom @ s))) )).

% File : ICL_cuc_s4.thf

% Domain : ICL Logic and its translation into Modal Logic S4 (w hich is

% itelf modeled in simple type theory; see [2])

% Axioms

% Version :

% English : ICL logic mapping to modal logic implies ’'cuc’; se e p.3 of [1]
% Refs . [1] Deepak Garg, Martin Abadi: A Modal Deconstructio n of Access
% Control Logics. FoSSaCS 2008: 216-230

% [2] C. Benzmueller and L. Paulson. Exploring Properties

% of Normal Multimodal Logics in Simple Type Theory with LEO- Il
% Festschrift in Honour of Peter B. Andrews.

% See: http://www.ags.uni-sb.de/~chris/papers/B9.pdf

% Status : Theorem (Henkin semantics)

% Syntax

% Comments : Formalization in THF by C. Benzmueller
% -

include(ICL_k.ax’).
include(ICL_s4.ax’).

%---We introduce an arbitrary atom s and t

thf(s,type,(
s : $i > $0)).

thf(t,type,(
t: $i > $0)).
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%---We introduce an arbitrary principal a
thf(a,type,(

a: $i > %0)).

%%---Can we prove ’cuc’?
thf(cuc,conjecture,

%

(iclval @
(icl_impl
@ (icl_says @ (icl_princ @ a) @ (icl_impl @ (icl_atom @ s)
@ (icl_atom @ t)))
@ (icl_impl
@ (icl_says @ (icl_princ @ a) @ (icl_atom @ s))
@ (icl_says @ (icl_princ @ a) @ (icl_atom @ t)))) )).

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

File : ICL_idem_s4.thf

Domain : ICL Logic and its translation into Modal Logic S4 (w hich is
itelf modeled in simple type theory; see [2])

Axioms

Version :

English : ICL logic mapping to modal logic implies 'idem’; s ee p.3 of [1]

Refs . [1] Deepak Garg, Martin Abadi: A Modal Deconstructio n of Access
Control Logics. FoSSaCS 2008: 216-230
[2] C. Benzmueller and L. Paulson. Exploring Properties
of Normal Multimodal Logics in Simple Type Theory with LEO- 1.
Festschrift in Honour of Peter B. Andrews.
See: http://www.ags.uni-sb.de/~chris/papers/B9.pdf

Status : Theorem (Henkin semantics)

Syntax

Comments : Formalization in THF by C. Benzmueller

include(ICL_k.ax’).
include('ICL_s4.ax’).

%---We introduce an arbitrary atom s and t
thf(s,type,(

s : $i > $0)).

%---We introduce an arbitrary principal a
thf(a,type,(

a: $i > %0)).

%---Can we prove 'idem’?
thf(idem,conjecture,

(iclval @
(icl_impl
@ (icl_says @ (icl_princ @ a) @ (icl_says @ (icl_princ @ a)
@ (icl_atom @ s)))
@ (icl_says @ (icl_princ @ a) @ (icl_atom @ s))))).



